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Hierarchical Model and Characterize Identified E-Commerce Trust 
to Generate Customer Satisfaction Data

The main reason consumers are reluctant to purchase from the 
internet vendors is the lack of trust. The lack of clues and face-
to-face interaction in the online environment has made it more 
difficult to establish trust with consumers in e-commerce. The 
e-commerce trust issue is identified as a Multi-Criteria Decision 
Making (MCDM) problem thereby resulting to MCDM as an ap-
proach used to solve the problem because it emphasizes on the 
integration between fuzzy logic and Analytical Hierarchical Pro-
cess (AHP) and is commonly used in the research community. 
This approach is being used to form the bases for the conceptu-
al framework of this study. The literature review used a narrative 
method to give a direction and scope of the research, while the 
exploratory research approach is adopted to narrow it down to 
specific direction in order to be able to determine the research 
design, sample size, technique, design and data collection meth-
od. Such techniques are both implemented in order to give clear 
answers to lingering questions about the researcher’s mind, to 
synthesize all the information obtained and to arrive at a stand 
on which methodology and methods to be used to solve the 
problem under investigation. A hierarchical model has been de-
veloped which can be used to assess trust parameters in appli-
cation using MCDM techniques. The methodology used can ac-
curately determine both the subjective and objective trust factors 
and parameters of e-commerce trust applications simultaneously 
in complex situations where there is an abundance of ambiguity 
that is highly inherent in the process of human decision mak-
ing. To evaluate the overall success of any information system, 
the usability evaluation was described as an essential construct 
based on the findings from this study
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Introduction 

E-commerce is the use of electronic 

communications and digital information 

processing technology in business transactions 

to create, transform, and redefine relationships 

for value creation between or among 

organizations, and between organizations and 

individuals (Business, 1998).  A wide variety of 

transactions is conducted via e-commerce, 

including electronic funds transfer, supply chain 

management, Internet marketing, online 

transaction processing, electronic data 

interchange (EDI), inventory management 

systems, and automated data collection 

systems. This massive increase in the uptake of 

e-commerce has led to a new generation of 

associated security threats, but any e-commerce 

system must meet four integral requirements 

which are privacy, integrity, authentication and 

non-repudiation (Dharmendra & 

Niranjanamurthy, 2013). Evidence suggests that 

consumers often hesitate to transact with Web-

based vendors because of uncertainty about 

vendor behavior or the perceived risk of having 

personal information stolen by hackers 

(McKnight, Choudhury & Kacmar, 2002). Trust 

plays central role in helping consumers 

overcome perceptions of risk and insecurity. 

Trust makes consumers comfortable sharing 

personal information, making purchases, and 

acting on Web vendor advice behaviors 

essential to widespread adoption of e-commerce 

(McKnight, Choudhury & Kacmar, 2002). 

Internet is the backbone infrastructure for e-

commerce because all electronic commerce 

pass through internet devices which are used to 

establish connection between the customers, 

vendors, merchants and the world at large. And 

as a result of the growth rate of the internet over 

the years and the pervasiveness of the Internet, 

there has been an increase in online shopping 

generated by e-commerce platforms such as 

Konga, Jumia, Alibaba, Amazon, JiJi, and OLX. 

As more customers migrate to the e-commerce 

platform to request for more goods and services 

online, the issue of trust between parties that is, 

buyers and sellers becomes a concern that must 

be addressed in order to increase the confidence 

and integrity of both parties in the e-commerce 

platform. 

Related to these problems, it is necessary to 

address the issue of trust between buyers and 

sellers in order to increase the assurance and 

integrity of both parties in the e-commerce 

platform by using fuzzy logic. According to 

(Setyaningrumet al., 2014), Fuzzy logic is the 

study of the uncertainty which has the 

advantages of capability in the process of 

reasoning in the language (linguistic reasoning). 

In the theory of fuzzy logic, generally consists of 

four stages: fuzzification, the formation of fuzzy 

rules, inference systems or fuzzy reasoning and 

defuzzification. The Fuzzy inference method that 

is generally used is Mamdani, Sugeno and 

Tsukamoto. But in this study fuzzy inference 

method used is the Sugeno method because this 

method antecedent is represented by the rules 

in the fuzzy set, while the consequence is 

represented by a constant. The problem in this 

research is how the application system Sugeno 

fuzzy inference method in determining and 

evaluating the level of trust between the buyers 

and sellers. This research aims to create a 

system of fuzzy inference Sugeno method that 

can be used to evaluate the level of trust 

between the buyers and sellers in e-commerce 

and making fuzzy inference system (FIS) 

Sugeno method using matlab. 

Methodology 

In order to achieve the first objective, a thorough 

literature review was done to have a broad 

knowledge of existing e-commerce trust model. 

Based on the review done, a trust model 

application design and evaluation for measuring 

trust using customer satisfaction parameters 

was proposed using Integrated Measurement 

Model (IMM). Identified customer satisfaction 

factors for e-commerce trust application include 

Timely Service Delivery (TSD), Customer 

Service Delivery (CSD), Pricing(P), Quality of 

Product (QoP), Return/Privacy Policy (PPR) on 

this. Some existing e-commerce security and 
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trust models were understudied and the 

components responsible for effecting security 

and trust in the models were identified thereby 

generating a yardstick for characterizing the 

highlighted e-commerce security and trust 

models.  

Opinions of decision makers were elicited which 

involves both developers and prospective users 

of e-commerce trust applications. sample data 

was obtained from some selected respondent 

randomly. sample size was determined by 

making use of the Problem Discovery Rate 

(PDR) Model. 

An AHP-Online Software (OS) was used to 

implement the model. During the design phase, 

the results of the analysis were used to make 

valid decisions in order to ensure the user ability 

of the system   

A prototype of the model, an e-commerce trust 

application was developed using the extended 

Persuasive System Design (PSD) model to 

achieve the second objective. The program was 

designed as cross-platform. During design, it 

concentrated on the customer satisfaction 

attributes with the highest priority based on the 

opinions of decision-makers. Using Cordova 

platform, Windows Operating System, Android 

Studio, MySQL database, Apache Server, 

Node.js, PHP, Bootstrap, Phonegap, Apache 

ANT and jQuery, the app was developed. 

In conclusion, the designed application called 

EC-Trust was compared with existing trust 

applications based on the developed trust model 

for evaluation. 

Report 

Method to Develop the Hierarchical Model 

and Prioritize Trust Factors: This section 

explains in details the methods that were used 

to define specific usability criteria and sub-

criteria used in model growth. It also provides a 

detailed overview of the MCDM methodology 

used in model evaluation. 

Trust Factors/Attributes Identification: Over 

the years, multiple researchers have developed 

various e-commerce trust models to define and 

analyze factors / attributes that can be used to 

test different user-based systems, the role the 

system is intended to perform, and the context in 

which the system is to be used. As a result of 

their incorporation with other widely known 

usability models, attention to important system 

usability assessment of trust parameters/ factors 

during and after system development, mobile 

context, fairly recommended metrics for 

assessing defined trust factor and level of 

acceptance and popularity among other e-

commerce trust model researchers were 

adopted for the purposes of this study. 

Kawser et al., (2013), proposed trust model 

focuses on two crucial issues (a) How trust can 

be derived from evidence considering context-

dependent parameters. (b) How trust can be 

represented to software agents and human 

users. In general, recommendations are 

collected to increase the amount of information 

available about the candidates in order to 

improve the estimate of their trustworthiness. In 

order to improve the estimate of the 

trustworthiness of the candidates, it is needed to 

develop recommendation system carefully. This 

is called robust integration of all trust model 

units.  

The other trust model that was considered 

Matthew et al., (2001), the model developed a 

theoretical model for the antecedents of trust in 

consumer Internet shopping (business-to-

consumer [B2C]). The independent variables 

(on the left) fall into four broad categories: (1) 

trustworthiness of the Internet merchant, (2) 

trustworthiness of the Internet shopping 

medium,  (3)Internet shopping contextual 

factors, and (4) other factors (e.g., control 

factors, such as size of Internet merchant, 

demographic variables, prior related 

experience). 

Identified customer satisfaction parameters for 

measuring trust in e-commerce include 

Customer Service Delivery (CSD), Timely 

Service Delivery (TSD), Quality of Product 

(QoP), Pricing(P), Returns/Privacy Policy (RPP). 
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MCDM Model Approach: Evaluation of trust 

was established as an MCDM issue as defined 

by various works examined in the previous 

chapter. Figure 3.1 offers the detailed process of 

how the issue can be solved and provides an 

effective and reliable outcome to help convincing 

e-commerce trust designers make the right 

choice while designing highly functional items. 

 

 

Figure 3.1: Schematic diagram for MCDM approach 

 

Trust Parameters Problem Identification and 

Formulation: The concept of multi-criteria 

decision problem with m alternatives Ai (i=1, 2, 

…., m) and n criteria Cj (j=1, 2,……, n) can be 

briefly expressed as: 

D = [xij]m x n and W = [wj]n, where i= 1,2,……,m 

and j=1,2,…..,n.                              (3.1) 

In equation (3.1), D is the decision matrix (where 

xij denotes the rating or performance of i-th 

alternative Ai with respect to j-th criterion Cj), and 

W is the the weight vector (where wj denotes the 

weight of j- th criterion Cj, m is the number of 

compared alternatives and n is the number of the 

criteria). 

The main objective is to achieve a clean usability 

value after evaluation. That criteria and sub-

criteria for optimal decision-making shall be 

given priority weights. In the problem structure 

there are 5 criteria i.e. n= 5, and the 

corresponding number of sub-criteria i.e. m= 3. 

It is a hierarchical structure of 3 tiers, with the 

purpose of rating or prioritizing each criterion. 

E-commerce Trust Application Developer 

and User Identification: This is a vital step, 

because their decisions will have a very 

profound effect on the final production of the 

performance evaluation of the e-commerce trust 

system. Potential users and application 

developers were chosen intentionally and 

arbitrarily for the purposes of this analysis. 

Criteria for selection of users are: age group 

should be between the ages of 15-85 years, 

ability to operate a computer system and a 

telephone, internet experience and online 

shopping. Engagement of the participants was 

fully guaranteed, measurement device was 

standardized and data collected was 

anonymized. Due to the sensitive and complex 

nature of the measurement device, sample data 

were collected randomly from both the Yaba 
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College of Technology Students and the general 

public in Lagos State, Nigeria. 

Respondents need to understand how to use the 

internet and have to shop for goods and services 

on any e-commerce website such as Jumia, 

Konga, Alibaba, Yudala, Slot, Kara, Webmall, 

Supermarket, JiJi Aliexpress, etc. Some basic 

principles of computer science, software design 

and the significance of each criterion and sub-

criteria defined in the trust model. 

The sample size for model evaluation was 

calculated by using the Trust Rating Sample 

Size Calculator, a method created by Satwicz 

(2012) centered on functional usability, 

theoretical principles for usability sample size 

determination and user research experience. 

Calculation findings selected 500 as the sample 

size. 

The Proposed E-commerce Trust Model: An 

e-commerce trust model that focuses on the 

various categories of trust in an e-commerce 

environment and customer satisfaction that can 

be attributed to customer service delivery, timely 

service delivery, quality of product, pricing, and 

return/privacy policy. 

 

 

Figure 3.2.The representation of the developed e-commerce trust model 

 

Categories and Discussion of the Proposed 

E-Commerce Trust Model 

A proposed e-commerce trust that comprises of 

public trust, private trust and hybrid trust. 

 

 

Figure 3.2.1 The representation of the proposed upper e-commerce trust model category. 

  

The proposed e-commerce trust model can be 

group into two categories, the upper category 

which is e-commerce trust that comprises of 

public trust, private trust, and hybrid trust with 

database repository. While the lower category 

comprises of customer satisfaction and can be 

attributed to customer service delivery, timely 
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service delivery, quality of product, pricing and 

return or privacy policy. 

Public Trust (Shopping Cart, Sales, and 

Customer Relations): Public trust involves the 

shopping cart, sales, and customer relations. 

This level of trust does not involve much privacy 

or risk to both the buyer and the seller in an e-

commerce environment. Public trust services 

are available to the individuals or organizations. 

In public trust, services are offered as resources 

for both buyers and sellers in e-commerce 

environment, usually over an internet 

connection. Public trust providers manage the 

services, infrastructure and pool resources into 

the capacity required by its users, thereby 

placing confidence and trust in the platform 

(Goyal, 2014). 

The advantage of public trust includes, creating 

confidence in a virtual business environment, 

creating good business reputation and it brings 

about trust between buyers and sellers in e-

commerce. The disadvantage of public trust is 

data privacy and security. 

Private Trust (Database, Customer Data, 

Sales Data, and Financial Data): Private trust 

includes the database, customer data, sales 

data and financial data. These set of 

components forms private information of both 

the buyers and the sellers in an e-commerce 

environment because once they are not 

protected, they can easily be compromised. It 

also takes into consideration the issue of data 

protection act which helps to protect customer 

data. 

Private trust ensures that infrastructure is 

accessed only by the members of the 

organization and/or by granted third parties. The 

purpose is to make sure that issues of data 

privacy and security are well addressed in order 

not to bridge data privacy law. For example, an 

enterprise that wants to make consumer data 

available to their different stores for the purpose 

of marketing and advertisement. Private trust 

hosts the customer database in a secured data 

center of a company and provides its services 

only to necessary users. Private trust provides 

more security than public trust, and cost saving 

in case it utilizes otherwise unused capacities in 

an already existing data Centre (Goyal, 2014). 

The advantage of private trust is that it’s more 

secured than public trust, it ensures data privacy 

and security, and it secures financial data of 

customers. While the disadvantage may involve 

higher cost of infrastructure, software and 

staffing. 

Hybrid Trust (Internet connection, cloud, 

sales platform): This layer of trust includes the 

internet connection which serves as a platform 

for the connection between buyers and sellers. 

It also involves the cloud where various data are 

stored. This layer must establish a well secured 

platform to hybridize both public and private. A 

hybrid trust is a composition of private trust and 

public trust. Hybrid trust infrastructure is a 

composition of two trust models that are unique 

entities, but at the same time are bound together 

by standardized technology that enables data 

and application portability (Goyal, 2014). 

Its advantages involve supporting both public 

trust and private trust model, while the 

disadvantage can be issue of technology and 

complexity in the system. 

Customer Satisfaction: An e-commerce trust 

model that focuses on customer satisfaction that 

can be derived from customer service delivery, 

timely service delivery, quality of product, 

pricing, and return or privacy policy as shown in 

figure 3.3 below: 

Managing customer trust, satisfaction, and 

loyalty attitudes of e-commerce services is very 

important for the long-term growth of many 

businesses (Eid, M. I., 2011).  Previous research 

has shown clearly that most vendors experience 

difficulty maintaining customer loyalty despite 

the recent rapid growth in e-commerce 

penetration. As a result of this challenges 

experienced by vendors, building customer trust 

through customer satisfaction will go a long way 

in ensuring loyalty and trust from customers. 

There are five parameters identified under 

customer satisfaction which are namely, 
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customer service delivery, timely service 

delivery, quality of product, pricing, and return 

/privacy policy. 

Customer Service Delivery: The new view of 

customer service delivery is set in broader 

organizational context, as a cross functional 

coordinating issue which impact on trust 

relationship. It can also be seen as a process 

which provides time, place and form utilities for 

the customer which involve pre-sale, sale and 

post-sale transactions (Christopher et al.,1991). 

Customer service is the act of taking care of the 

customer's needs by providing and delivering 

professional, helpful, high quality service and 

assistance before, during, and after the 

customer's requirements are met. Customer 

service is meeting the needs and desires of any 

customer.  

 

 

Figure 3.3 The representation of the proposed lower e-commerce trust model category.  

 

Timely Service Delivery: Time is a valued 

asset in an e-commerce environment. Most 

customers want to take delivery of their 

purchased items from the vendors within a 

reasonable time frame, once the timely service 

delivery is ensured by the vendors, the 

customers initiate a process a trust in the 

vendors which maybe be eventually leads to 

customer loyalty. 

Quality of Product: Quality management has 

expanded from factory floor to purchasing online 

on one hand and distribution on the other hand 

which ensures quality inspection are done to the 

goods and services (Christopher et al.,1991). 

Pricing: Transparency in pricing is a must for 

vendors that want to earn the trust of consumers, 

most especially in the aspect of consistency in 

prices across all goods and services, it is 

important not to fool the customers with 

incremental prices and hidden charges which 

are later discovered and result to animosity 

between the vendors and the consumers. For 

instance, do not offer international shipping 

charges and then hide the added fee in 

subpages, or engage in last step price increase.  

Return/Privacy Policy: The vendors in an e-

commerce environment must address and 

incorporates privacy and security concerns as a 

moderating factor that these relationships vary 

depending on the level of concerns of individual 

customer has when purchasing online. It also 

suggests that fears surrounding the Internet as 

a place to do business still hinder the use of it for 

e-commerce purposes, but that the presence of 

a reputable agent might in some manner 

mitigate this risk.  

Algorithm for trust Factors/parameters 

Prioritization 

The figure 3.2 is discussed as follows 

i. The unstructured issue was well 

established with clearly stated goals and 

objectives. 

ii. The usability AHP hierarchy was 

developed by breaking down the decision 

problem into a hierarchy where the top 

level of the hierarchy denotes the major 



Solanke Ilesanmi et al., AJCSA, 2020; 3:24 

Https://escipub.com/american-journal-of-computer-sciences-and-applications/      8

purpose of the decision problem, the 

middle level denotes the criteria and sub-

criteria that influence the decision, and 

the bottom level denotes the possible 

alternatives. 

iii. Through allocating weights to the criteria 

and sub-criteria, comparisons were 

obtained from decision-makers on a 

scale. 

This was achieved by using a Likert scale which 

assumes that an attitude's strength / intensity is 

linear, i.e. strongly disagree on a spectrum with, 

and makes the assumption that attitudes can be 

measured. Each of the five (or seven) answers, 

for example, would have a numerical value that 

would be used to calculate the attitude under 

investigation.  

 

Figure 3.2 shows the general process used to rank identified usability factors/attributes 

 

Figure 3.2: AHP and fuzzy logic schematic 
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Table 3.: Likert scale 

Likert scale ratings for trust parameters Weight 

Excellent 5 

High 4 

Medium 3 

Low 2 

Very low 1 

 

Table 3.: Likert scale performance range 

Likert scale ratings Performance weight range 

Low 0-0.4 

Average 0.41-0.59 

High 0.6-1 

iv. Approve the weights used, construct the 

Fuzzy pairwise comparison matrix and 

find the Fuzzy weight given by decision 

makers for each criterion. 

 

It should be noted that a n x n is a square matrix 

in which n is the number of rows and columns 

and an element is equally important when 

compared to itself, therefore the main diagonal 

must be (1, 1, 1) in a fuzzy matrix of pairwise 

comparison. The reverse comparisons will 

always generate the inverse of the basic 

comparison known as the matrix of reciprocity. 

Defuzzification and Normalization: Every 

column in the decision matrix was summed for 

normalization, every entry was divided by the 

column number to get the uniform matrix in pair-

wise form. The weighted matrix was created by 

dividing the sum of the normalized matrix column 

by the number of criteria used for weighted 

matrix creation. Fuzzy inference is a process to 

assess the trust index in five steps:  

Register the initial values of each variable as 

defined by the information extraction system. (2) 

Use the membership functions to generate 

membership degrees for each variable related to 

each module. (3) Apply the fuzzy rule set defined 

for each module onto the output space (trust 

index) through fuzzy ‘and’ and ‘or’ operations. (4) 

Aggregate the outputs from each rule related to 

each module, and (5) derive the trust index 

through a defuzzification process using the 

centroid method. 

Developed Trust Hierarchical Model 
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Figure 3.2: Developed Trust Hierarchy Structure 

 

Conclusion 

The process of developing and testing the 

efficiency of an effective EC-Trust application in 

terms of usability began by defining 5 specific 

criteria and 8 sub-criteria. These identified 

factors were carefully selected from the MCDM 

and Integrated Measurement model as a result 

of their integration with other widely known 

models, attention to important system evaluation 

factors during and after system development, 

coupled with the level of acceptance and 

popularity among other researchers. Factors 

identified were grouped in a hierarchical format 

and listed using the concepts of AHP and Fuzzy 

logic. Both methods were used as a result of the 

complex nature involved in simultaneous 

assessment of both the qualities of quantitative 

and qualitative usability. 

The EC-Trust trust characteristics were 

evaluated using the PSD model, and analytical 

results showed that EC-Trust was implemented 

with most of the attributes defined in the model. 

EC-Trust has also been compared with Kawser 

Model and Nefti Model, 2 randomly selected 

applications based on the user ratings and 

popularity. 

This work therefore provides a hierarchical 

model that can be used to efficiently evaluate 

trust using the application during and after 

development to optimize developmental 

resources and to maximize efficiency after 

implementation using an MCDM methodology 

that can capture the complexity or confusion 

inherent in human decision-making. This work 

paves the way for future research to identify 

additional critical confidence factors and 
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includes more decision-makers in the industry 

and academia opinion-raising process 
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