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A New approach in One Time Pad key management

Gilda R. Bansimba, Regis F. Babindamana, Peter A. G. Kidoudou

Université Marien Ngouabi, Faculté des Sciences et Techniques, BP: 69, Brazzaville, Congo 

ABSTRACT

Let (ℙ,𝒞,𝒦,𝜀𝑘,𝒟𝑘) be the One Time Pad cryptosystem. We con-
sider ℙ=𝒞=𝒦.
In this paper, we improve the key management with introduc-
tion of the concept of mathematical key footprint to ensure the
uniqueness of every generated key without storing it. We also
combine the default operating system’s randomness Application
Programming Interface (API) CSPRNG , with some further local 
system entropy parameters mainly the micro level of noise and
environment brightness to enhance key generation randomness
using any personal device. we introduce the use of negative keys 
to enlarge the key space K and give related algorithms.

Keywords: one time pad, random number generator, key man-
agement, key-footprint, security, cryptography, unbreakable ci-
pher.
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Introduction 

The One time pad (OTP) encryption scheme is 

a particular case of the historical Vigenere 

encryption method, a polyalphabetical 

subsitution encryption where the key length is 

the same as the message length. It’s proven [9] 

that if a key is "truly" random and used only once 

(avoiding pattern analysis attacks) while 

performing one time pad, then one can expect 

the communication to be unbreakable. 

Furthermore, this raises an important issue of 

key management and distribution [1] that makes 

it’s implementation very difficult in practical. This 

is particularly due to the fact that "truly" 

randomness in a cryptographic view can only be 

achieved in physical phenomenon either with 

chaotic behaviour or moreover in quantum 

phenomenon [10]. However it’s not all, an 

efficient implementation of OTP also requires 

the storage of every used key to avoid collisions 

to forthcoming generated keys. Following this, 

We improve the key management with 

introduction of the concept of key footprint. We 

enhance the key generation randomness on a 

personal device environment by combining the 

operating system’s randomness Application 

Programming Interface (API), the so-called 

Cryptographically Secure Pseudorandom 

Number Generator (CSPRNG) module with 

some further local system entropy parameters to 

generate better randomness. 

The main idea of this paper is to propose an 

efficient implementation of one time pad at the 

key management level on a personal device 

environment.  

Here, we present the main contributions of the 

paper:   

• We introduce the notion of "key-footprint" that

is a function that keeps a trace or footprint of a

key without storing it. This both reduces risks in

case of a malicious database access and

provide a secure and efficient verification way to

ensure uniqueness of a generated key.

(see definition 0.2, proposition 0.3, proposition 

0.4 and algorithm 1)  

• We enhance the key generation algorithm by

combining the CSPRNG operating system’s

randomness Application Programming Interface

(API) with two cross-platform system entropy

parameters mainly environment brightness and

microphone noise level, but this can be extended

to camera number of colours, letters frequency

of appareance, keyboard typing speed, mouse

position, battery level, usb ports state, sensor,

light,... dependently of the operating

environment.We give an algorithm (see

algorithm 2, example 0.6 and remark 0.7)

• We introduce the use of negative keys more

generally in ℤ , either positive or negative to

enlarge the key space and give effective

algorithms. (see algorithms 0 and 1)

Next is the glossary of different notations and 

abbreviations used in this paper. 

Notations: 

∪: the union 

+ +: the concatenation

ℙ: the plaintext space 

𝒞: the ciphertext space 

𝒦: the key space 

𝜀𝑘 : the encryption method (algorithm) 

using the key 𝑘 

𝒟𝑘 : the decryption method (algorithm) 

using the key 𝑘 

𝑃𝑅𝑁𝐺 : Pseudo Random Number 

Generator 

𝐶𝑆𝑃𝑅𝑁𝐺 : Cryptographically Secure 

Pseudo Random Number Generator 

ℤ : ring of integers 

({⋯ , −3, −2, −1,0,1,2,3, ⋯ }) 

(𝔽2)𝑙 : the field of binary representation

base of length 𝑙  

One Time Pad 

Definition 0.1  Consider the keyword 𝐾  with 

𝑚  characters and 𝑘 = (𝑘1, 𝑘2, . . . , 𝑘𝑚)  its 

corresponding numeric vector.  

Given a message ℳ = 𝑥1𝑥2𝑥3 … 𝑥𝑚  of the 

same length as the keyword, to encrypt. Let ℙ =
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𝒞 = 𝒦 , then we define the encryption and 

decryption methods as follow:  

𝑒𝑘(𝑥1, 𝑥2, … , 𝑥𝑚) = (𝑥1 + 𝑘1, 𝑥2 + 𝑘2, … , 𝑥𝑚 + 𝑘𝑚) 

: encryption    

𝑑𝑘(𝑦1, 𝑦2, … , 𝑦𝑚) = (𝑦1 − 𝑘1, 𝑦2 − 𝑘2, … , 𝑦𝑚 − 𝑘𝑚) 

: decryption   

and we easily verify the bijection that 

𝑑𝑘(𝑒𝑘(𝑥)) = 𝑥 , since                      

𝑑𝑘(𝑒𝑘(𝑥)) = 𝑑𝑘(𝑥1 + 𝑘1, 𝑥2 + 𝑘2, … , 𝑥𝑚 + 𝑘𝑚) =

(𝑥1 + 𝑘1 − 𝑘1, 𝑥2 + 𝑘2 − 𝑘2, … , 𝑥𝑚 + 𝑘𝑚 − 𝑘𝑚) 

= (𝑥1, 𝑥2, … , 𝑥𝑚) = 𝑥. 

At the 𝑏𝑖𝑛𝑎𝑟𝑦  level, we operate in the field 

(𝔽2)𝑙 ≅ (ℤ/2ℤ)𝑙 = {0,1}𝑙  where 𝑙  represents

the length. We set ℙ = 𝒞 = 𝒦 = (𝔽2)𝑙  and

define ⊕ and ⊖ respectively the addition and 

substraction in (𝔽2)𝑙 .

Given a file 𝑚  (audio, text, video, ...) to be 

encrypted, we encode 𝑚 into binary form and 

separate in units of 𝑙  𝑏𝑖𝑡𝑠 each, then we have 

𝑚 = (𝑚1, 𝑚2, ⋯ , 𝑚𝑛). Let 𝐾 be the key of same 

number of bits as 𝑚. We separate 𝐾 in units of 

𝑙  𝑏𝑖𝑡𝑠 each, 𝐾 = (𝑘1, 𝑘2, ⋯ , 𝑘𝑛). 

Hereby we operate the 𝑋𝑂𝑅 operation in (𝔽2)𝑙

on each unit. 

Encryption: 

𝑂𝑛𝑒_𝑇𝑖𝑚𝑒_𝑃𝑎𝑑(𝑚, 𝑘) = (𝑚1 ⊕ 𝑘1, 𝑚2 ⊕

𝑘2, ⋯ , 𝑚𝑛 ⊕ 𝑘𝑛) = (𝑚1
′ , 𝑚2

′ , ⋯ , 𝑚𝑛
′ ) = 𝑚′

Decryption: 

𝑂𝑛𝑒_𝑇𝑖𝑚𝑒_𝑃𝑎𝑑(𝑚′, 𝑘) = (𝑚1
′ ⊖ 𝑘1, 𝑚2

′ ⊖

𝑘1, ⋯ , 𝑚𝑛
′ ⊖ 𝑘1) = (𝑚1, 𝑚2, ⋯ , 𝑚𝑛) = 𝑚  

ENCRYPTION  

DECRYPTION

Key FootPrint 

Definition 0.2  Given a number 𝑘 = 𝑥1𝑥2 ⋯ 𝑥𝑛 

of 𝑛  𝑑𝑖𝑔𝑖𝑡𝑠 in decimal base, 𝑛 ≥ 2.  

We define the footprint of the key 𝑘  that we 

denote  ℱ𝒫(𝑘) , the 3 − 𝑑𝑖𝑚𝑒𝑛𝑠𝑖𝑜𝑛𝑎𝑙  vector     

(𝛼1, 𝛼2, 𝛼3) ∈ ℤ3  such that 𝛼1 = ∑𝑛
𝑖=1 𝑥𝑖 , 𝛼2 =

∑𝑛
𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖, 𝛼3 = ∑𝑛

𝑖=1 𝑥𝑖
𝑖

Proposition 0.3 

1. ℱ𝒫(−𝑘) = −ℱ𝒫(𝑘)

Proof
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(1)   ℱ𝒫(−𝑘) =

(− ∑𝑛
𝑖=1 𝑥𝑖, − ∑𝑛

𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖, − ∑𝑛
𝑖=1 𝑥𝑖

𝑖)  since −𝑘 =

−𝑥1𝑥2 ⋯ 𝑥𝑛. 

As ∑𝑛
𝑖=1 𝑥𝑖 = 𝛼1 , ∑𝑛

𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖 = 𝛼2  and

∑𝑛
𝑖=1 𝑥𝑖

𝑖 = 𝛼3 then

  ℱ𝒫(−𝑘) = (−𝛼1, −𝛼2, −𝛼3) =

−(𝛼1, 𝛼2, 𝛼3). Therefore  ℱ𝒫(−𝑘) = −ℱ𝒫(𝑘)  

Proposition 0.4  For every triplet (𝛼1, 𝛼2, 𝛼3) ∈

ℤ3 , if there exits a number 𝑘  such that 

       ℱ𝒫(𝑘) = (𝛼1, 𝛼2, 𝛼3), then 𝑘 is unique.   

Proof Assume there are two numbers 𝑘1 =

𝑥1𝑥2 ⋯ 𝑥𝑛  and 𝑘2 = 𝑦1𝑦2 ⋯ 𝑦𝑚  of respectively 

       𝑛 and 𝑚 digits such that 𝑘1 ≠ 𝑘2 with 

 ℱ𝒫(𝑘1) =ℱ𝒫 (𝑘2) = (𝛼1, 𝛼2, 𝛼3). 

If 𝑛 ≠ 𝑚: 

there’s a contradiction from the definition 0.2, 

since 𝑘1 and 𝑘2 don’t have the same number 

of digits, 𝛼1𝑘1
 could be equal to 𝛼1𝑘2

, as in

𝑘1 = 11243, 𝑘2 = 218 but not the even position 

numbers, ie 𝛼2𝑘1
≠ 𝛼2𝑘2

 then this implies

 ℱ𝒫(𝑘1) ≠ℱ𝒫 (𝑘2). 

If 𝑛 = 𝑚: 

Then  ℱ𝒫(𝑘1) = (∑𝑛
𝑖=1 𝑥𝑖 , ∑𝑛

𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖 ,

∑𝑛
𝑖=1 𝑥𝑖

𝑖) and  ℱ𝒫(𝑘2) = (∑𝑚
𝑖=1 𝑦𝑖, ∑𝑚

𝑖  𝑒𝑣𝑒𝑛 𝑦𝑖 ,

∑𝑚
𝑖=1 𝑦𝑖

𝑖)

Since  ℱ𝒫(𝑘1) =ℱ𝒫 (𝑘2) ⟹ (∑𝑛
𝑖=1 𝑥𝑖, ∑𝑛

𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖 ,

∑𝑛
𝑖=1 𝑥𝑖

𝑖) = (∑𝑚
𝑖=1 𝑦𝑖 , ∑𝑚

𝑖  𝑒𝑣𝑒𝑛 𝑦𝑖, ∑𝑚
𝑖=1 𝑦𝑖

𝑖)

⟹ {

∑𝑛
𝑖=1 𝑥𝑖 = ∑𝑚

𝑖=1 𝑦𝑖  (1)

∑𝑛
𝑖  𝑒𝑣𝑒𝑛 𝑥𝑖 = ∑𝑚

𝑖  𝑒𝑣𝑒𝑛 𝑦𝑖  (2)

∑𝑛
𝑖=1 𝑥𝑖

𝑖 = ∑𝑚
𝑖=1 𝑦𝑖

𝑖  (3)

⟺

{

𝑥1 + 𝑥2 + ⋯ + 𝑥𝑛 = 𝑦1 + 𝑦2 + ⋯ + 𝑦𝑚(1)
𝑥2 + 𝑥4 + ⋯ + 𝑥2𝑖+2≤𝑛 = 𝑦2 + 𝑦4 + ⋯ + 𝑦2𝑖+2≤𝑚  (2)

𝑥1 + 𝑥2
2 + ⋯ + 𝑥𝑛

𝑛 = 𝑦1 + 𝑦2
2 + ⋯ + 𝑦𝑚

𝑚  (3)

 

(1) could hold like in 𝑘1 = 2732301 and 𝑘2 =

6253110  as 𝛼1𝑘1
= 𝛼1𝑘2

= 18 but not (2) nor 

(3). Also (2) could hold like in 𝑘1 = 2017569 

and 𝑘2 = 2413579  as 𝛼2𝑘1
= 𝛼2𝑘2

= 17  but 

not (1)  and (3) . More generally, (1), (2), (3) 

yield a Contradiction, since 𝑘1 ≠ 𝑘2  ie 

𝑥1𝑥2 ⋯ 𝑥𝑛 ≠ 𝑦1𝑦2 ⋯ 𝑦𝑚 , (∃  𝑖 ∈ [1, 𝑛]  such that

𝑥𝑖 ≠ 𝑦𝑖) .hence 𝑘1 = 𝑘2 , ie 𝑥1 = 𝑦1, 𝑥2 =

𝑦2, ⋯ , 𝑥𝑛 = 𝑦𝑚.  

Now we show that recovering the key 𝑘 

from the knowledge of (𝛼1, 𝛼2, 𝛼3)  such that 

(𝛼1, 𝛼2, 𝛼3) =ℱ𝒫 (𝑘) is equivalent to solving the 

system:  

⟹ {

𝑥1 + 𝑥2 + ⋯ + 𝑥𝑛 = 𝛼1(1)
𝑥2 + 𝑥4 + ⋯ + 𝑥2𝑖+2≤𝑛 = 𝛼2  (2)

𝑥1 + 𝑥2
2 + ⋯ + 𝑥𝑛

𝑛 = 𝛼3  (3)

⟺

{
𝑥1 + 𝑥3 + ⋯ + 𝑥2𝑖+1 = 𝛼1 − 𝛼2(4)

𝑥1 + 𝑥2
2 + ⋯ + 𝑥𝑛

𝑛 = 𝛼3  (3)
(⋆) 

the obtained system (⋆) is given by (3) and 

(4) and is a two-equations non linear system of

degree 𝑛 with 𝑛 unknowns.

Algorithm 1: Footprint Computation 

Input: 𝑘𝑒𝑦 = 𝑥1𝑥2. . . 𝑥𝑛 ∈ 𝒦 

Output: (𝛼1, 𝛼2, 𝛼3) ∈ ℤ3 such that 𝛼1: = ∑𝑛
𝑖=1 𝑥𝑖 , 𝛼2: = ∑𝑛

𝑖𝑒𝑣𝑒𝑛 𝑥𝑖 , 𝛼3: = ∑𝑛
𝑖=1 𝑥𝑖

𝑖

1. Initialization: 𝛼1 = 𝛼2 = 𝛼3 = 𝑗 = 0;

2. For 𝑥𝑖   𝑖𝑛  𝑘𝑒𝑦 𝒅𝒐

3. 𝑗 ← 𝑗 + 1 

4. 𝛼1 ← 𝛼1 + 𝑥𝑖 

5. if 𝑗 is 𝑒𝑣𝑒𝑛 𝒕𝒉𝒆𝒏 

6. 𝛼2 ← 𝛼2 + 𝑥𝑖 

7. end 

8. 𝛼3 ← 𝛼3 + 𝑥𝑖
𝑗

9. end

10. if 𝑘𝑒𝑦<0 then

11. return (−𝛼1, −𝛼2, −𝛼3)  

12. end

13. return (𝛼1, 𝛼2, 𝛼3)
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Example 0.5 Given the 1024  𝑏𝑖𝑡 key 

k=
1343953790552502795798195948217077919135014389676600354625097596284902011018597111889978 

6695613868137702976510996987804764262464923407044582500862405722874006568502951860193436020 

2581422178700136665773307761103400703298462037423486127757463287428154255421066900496076156 

814249048638668429413929618152758570201, 

we have: 

 ℱ𝒫(𝑘)=(1366,706, 

3569665061469090299949973072774256518670172522154118295991262466536881335656823597383176049 

0220400481798912593098061509657234468592350390970364916451830588249029796197742581500826036 

7555943462278039066156732684142686746350223597670138395541265022167797786255835931235764167 

76798226) 

Enhanced key generation algorithm (EKgen) 

In this section, we consider the following: 

- Assume we have an operating system’s

randomness Application Programming Interface

(API) CSPRNG we call _CSPRNG, containing the

following functions: _CSPRNG_sample  and

_CSPRNG_choice  respectively the function that

returns a random sample of size 𝑙 from a set or

list given as argument, and the function that 

returns a random choice of an element from a 

set or list given as argument of the function  

- Assume we have functions: _brightness_level,

_microphone_noise_level with their values.

We consider the function 𝐷𝑒𝑐𝑖𝑚𝑎𝑙 that returns 
the decimal part of a float number and 𝑙𝑜𝑔 as 
the decimal logarithm.

Algorithm 2: EkGen Key Generation 

Input: 𝑛: =  size or number of bytes to encrypt 

Output: 𝐾𝑒𝑦: = Cryptographically secure unique key of size 𝑛 

1. Initialization: 𝑒1: = _brightness_level, 𝑒2: = _microphone_noise_level;

2. 𝐸: = {Decimal(log(𝑒1))} + +{Decimal(log(𝑒2))},𝐹: = 𝐺: = Empty_list,  ℱ𝒫_𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒: = {},

3. Foreach 𝑑𝑖𝑔𝑖𝑡 ∈   𝑘𝑒𝑦 𝒅𝒐

4. add 𝑑𝑖𝑔𝑖𝑡 in 𝐹 

5. 𝐺 ← _CSPRNG_sample(𝐹, 𝑐𝑎𝑟𝑑(𝐹)) 

6. end

7. key ← _CSPRNG(𝑛)

8. if 𝑛 > 𝑐𝑎𝑟𝑑(𝐺) then

 9.    Foreach 𝑑𝑖𝑔𝑖𝑡 ∈ 𝐺 do 

    10.    replace _CSPRNG_choice(𝑘𝑒𝑦) in 𝑘𝑒𝑦 by _CSPRNG_choice(𝐺) 

    11. end 

    12. 𝐾𝑒𝑦 ← _CSPRNG_choice({−𝑘𝑒𝑦, 𝑘𝑒𝑦})   

13. end

14. else

    15. Foreach 𝑑𝑖𝑔𝑖𝑡 ∈ key do 

    16.    replace _CSPRNG_choice(𝐺) in 𝐺 by _CSPRNG_choice(𝑘𝑒𝑦) 

    17.  end 

    18.  𝐾𝑒𝑦 ← _CSPRNG_choice({−_CSPRNG_sample(𝐺, 𝑛), _CSPRNG_sample(𝐺, 𝑛)}) 

19. end

20. if  ℱ𝒫(𝐾𝑒𝑦) ∈   ℱ𝒫_𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒 then

21. go to 1

22. end

23. else

24. ℱ𝒫_𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒 ←ℱ𝒫 _𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒 ∪ {ℱ𝒫(𝐾𝑒𝑦)}

25. return Key

26. end
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Example 0.6  𝑛 = 16𝑏𝑦𝑡𝑒𝑠  (= 128𝑏𝑖𝑡𝑠 ≃
39𝑑𝑖𝑔𝑖𝑡𝑠), in an environment (mobile phone or 
computer) with brightness percentage 
_brightness_level = 95.5, microphone noise level 
_microphone_noise_level = 19.1253  and 
Footprint database  ℱ𝒫_𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒 = {} . 𝐸 =
{𝐷𝑒𝑐𝑖𝑚𝑎𝑙(𝑙𝑜𝑔(95.5))} +
+{𝐷𝑒𝑐𝑖𝑚𝑎𝑙(𝑙𝑜𝑔(19.1253))} =
 {55912624748668} +
+{95101206586408}     

⟹   𝐸 = {5591262474866895101206586408} , 

(𝐹 = {5}, 𝐺 = {5}),(𝐹 = {5,5}, 𝐺{5,5}), (𝐹 = 

{5,5,9}, 𝐺 = {5,9,5}) ⋯ (𝐹 =

{5,5,9,1,2,6,2,4,7,4,8,6,6,8,9,5,1,0,1,2,0,6,5,8,6,4,0,8}, 𝐺 =

{4,0,5,9,1,2,8,5,8,9,6,0,2,6,5,8,6,1,7,4,6,6,8,1,4,5,2,0})

, key:= CSPRNG(16) =

253613410644908366399663329023200789681

. 𝑛 = 39 > 𝑐𝑎𝑟𝑑(𝐺) =

28 then from a random choice, we get the secure 𝐾𝑒𝑦 =

653663810194984356349663429523206785671, 

We verify 𝐹𝑜𝑜𝑡𝑝𝑟𝑖𝑛𝑡  ℱ𝒫(𝐾𝑒𝑦) =

(180,81,44247811540186752348141564167477658)

, since  ℱ𝒫(𝐾𝑒𝑦) not in   ℱ𝒫_𝐷𝑎𝑡𝑎𝑏𝑎𝑠𝑒, then 

the 𝐹𝑜𝑜𝑜𝑡𝑝𝑟𝑖𝑛𝑡 is saved and the 𝐾𝑒𝑦 used 

for encryption.  

Performances 

The flollowing results have been collected while 

running in a computer environment with 

𝐼𝑛𝑡𝑒𝑙(𝑅)  𝐶𝑜𝑟𝑒(𝑇𝑀)𝑖3 −

6006𝑈  𝐶𝑃𝑈  @  2.00𝐺𝐻𝑧  2.00𝐺𝐻𝑧  technical 

details. 

Key size (Bytes) Key Generation + Verification time Encryption 

8 0.0632 s 0.0 

64 0.0862 s 0.00200 s 

128 0.2446 s 0.00454 s 

256 0.6858 s 0.0331 s 

512 2.4876 s 0.2335 s 

1024 11.70158 s 1.8048 s 

2048 65.0299 s 14.1251 s 

4096 369.3401 s . 

8192 2108.0893 s . 

From this table we see that the encryption key of 

a text message of 19.728  characters (65536 

bits) is generated and verified in 2108.0893 

seconds, whereas the one of 155  characters 

(512 bits) is generated in 0.0862 seconds. 

For optimization purpose, as solution we 

propose to encrypt data of size longer than 256 

bytes  (2048bits) with multiple keys of size at 

most 256  bytes after partitioning data to be 

encrypted in  segments of at most 256 bytes. 

This significantly reduces key generation and 

verification time by at most 𝑘 × 0.0862 where 𝑘 

is the number of 2048  𝑏𝑖𝑡𝑠  segments in the 

same environment as above. 

Remark 0.7   Considering on average a text 

message of size 𝑛 characters, and assume one 

sends a message every one second. since each 

sent message represents a new generated key, 

then we have 1 × 60𝑠 × 60𝑚𝑖𝑛 × 24ℎ ×

365𝑑  = 31536000  𝑘𝑒𝑦𝑠/𝑦𝑒𝑎𝑟. 

𝑛 ≈ log10
2  𝑛𝑢𝑚𝑏𝑒𝑟  𝑜𝑓  𝑏𝑖𝑡𝑠

 then the probability of a

collision is reached after a minimum of 
10𝑛−1

31536000

years. For example, while sending text 

messages of 20 characters at the rate of one 

every one second then we shall expect collisions 

of keys after 
1020−1

31536000
≈ 317097919837  𝑦𝑒𝑎𝑟𝑠 , 

We clearly see that this could happen many 
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billions of milleniums after, therefore keys 

availability is guaranteed.   

Complete Implementation with a negative 

key 

The implementation we give here is done 

considering ℙ = 𝒞 = 𝒦 = ℤ/𝑛ℤ with  

𝑛 = 𝐶𝑎𝑟𝑑(𝑡𝑎𝑏𝑙𝑒1)  as an example for text 

messaging.We define: 

𝑡𝑎𝑏𝑙𝑒1: the table that maps any alphanumerical 

character to a positive integer.  

𝑡𝑎𝑏𝑙𝑒2: the table that maps any integer up to the 

𝑡𝑎𝑏𝑙𝑒1’s length to its corresponding character in 

𝑡𝑎𝑏𝑙𝑒1. Note that we could also use the ASCII 

code correspondances instead. 

Now assume we have generated a Key 𝑘 ∈

ℤ/𝑛ℤ (here we do not need this structure to be 

a field, nor a ring since we are just dealing with 

the additive law, therefore a group) from our 

EKgen algorithm then we define the Encryption 

and Decryption algorithms as follows: 

Algorithm 1: Encryption 

  Input: 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 = 𝑚0. . . 𝑚𝑙 ∈ ℙ, 𝑘𝑒𝑦 = 𝑘0. . . 𝑘𝑙 ∈ 𝒦 from EKgen 

  Output: 𝑐𝑖𝑝ℎ𝑒𝑟 ∈ 𝒞   

1. Initialization: 𝑙: = 𝑚𝑒𝑠𝑠𝑎𝑔𝑒  𝑙𝑒𝑛𝑔𝑡ℎ, 𝑐𝑖𝑝ℎ𝑒𝑟: = ""

2. For 𝑖 ← 0 𝑡𝑜  𝑙 𝒅𝒐

3. if key < 0 then 

4. 𝑛𝑢𝑚𝑏𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒1[𝑚𝑖] − 𝑡𝑎𝑏𝑙𝑒1[𝑘𝑖+1]  𝑚𝑜𝑑  (𝑡𝑎𝑏𝑙𝑒1  𝑙𝑒𝑛𝑔𝑡ℎ) 

5. end 

7. else 

8.    𝑛𝑢𝑚𝑏𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒1[𝑚𝑖] + 𝑡𝑎𝑏𝑙𝑒1[𝑘𝑖]  𝑚𝑜𝑑  (𝑡𝑎𝑏𝑙𝑒1  𝑙𝑒𝑛𝑔𝑡ℎ) 

9. end 

10.  𝑙𝑒𝑡𝑡𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒2[𝑛𝑢𝑚𝑏𝑒𝑟] 

11. 𝑐𝑖𝑝ℎ𝑒𝑟 ← 𝑐𝑖𝑝ℎ𝑒𝑟 + +𝑙𝑒𝑡𝑡𝑒𝑟

12. end

13. return 𝑐𝑖𝑝ℎ𝑒𝑟

Note that the message length will always be the 
same as the key length since the key is 

generated by EKgen accordingly to the message 
length (bytes, ...).   

Algorithm 1: Encryption 

Input: 𝑐𝑖𝑝ℎ𝑒𝑟 = 𝑚0
′ . . . 𝑚𝑙

′ ∈ 𝒞, 𝑘𝑒𝑦 = 𝑘0. . . 𝑘𝑙 ∈ 𝒦 from EKgen

  Output: 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 ∈ ℙ    

1. Initialization: 𝑙: = 𝑐𝑖𝑝ℎ𝑒𝑟  𝑙𝑒𝑛𝑔𝑡ℎ, 𝑚𝑒𝑠𝑠𝑎𝑔𝑒: = "";

2. For 𝑖 ← 0 𝑡𝑜  𝑙 𝒅𝒐

3. if key < 0 then  

4. 𝑛𝑢𝑚𝑏𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒1[𝑚𝑖
′] + 𝑡𝑎𝑏𝑙𝑒1[𝑘𝑖+1]  𝑚𝑜𝑑  (𝑡𝑎𝑏𝑙𝑒1  𝑙𝑒𝑛𝑔𝑡ℎ)

5. end 

7. else 

8. 𝑛𝑢𝑚𝑏𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒1[𝑚𝑖
′] − 𝑡𝑎𝑏𝑙𝑒1[𝑘𝑖]  𝑚𝑜𝑑  (𝑡𝑎𝑏𝑙𝑒1  𝑙𝑒𝑛𝑔𝑡ℎ)

9. end 

10.  𝑙𝑒𝑡𝑡𝑒𝑟 ← 𝑡𝑎𝑏𝑙𝑒2[𝑛𝑢𝑚𝑏𝑒𝑟] 

11. 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 ← 𝑚𝑒𝑠𝑠𝑎𝑔𝑒 + +𝑙𝑒𝑡𝑡𝑒𝑟

12. end

13. return 𝑚𝑒𝑠𝑠𝑎𝑔𝑒

Conclusion In this paper, we have contributed at the key 
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management level in a local environment with 

the introduction of the concept of key 𝑓𝑜𝑜𝑡𝑝𝑟𝑖𝑛𝑡 

( ℱ𝒫(𝑘𝑒𝑦)) that keeps trace of a generated key 

without storing it, reducing risks and thus 

providing a secure and efficient verification way 

to ensure uniqueness of a generated key, and 

also at the key generation level by adding some 

further local system entropy to the CSPRNG 

system Application Programming Interface (API) 

on a personal device environment. We have 

given encryption and decryption algorithms 

taking into account positive and negative keys as 

an example for text messaging. 

As future work, we shall study the complexity of 

recovering the key from the knowledge of its 

𝐹𝑜𝑜𝑡𝑝𝑟𝑖𝑛𝑡 , add some entropy at the key 

generation level and we could exploit the idea of 

sending every encrypted data or message with 

the encrypted key as header encrypted with the 

suitable key-exchange prorocol for this 

implementation. 
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